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NOTIONAL REVIEW



SECURITY GOALS

Example goals

IND Indistinguishability
NM Non-malleability
SUF Strong Unforgeability



ATTACKER MODELS

Example models

CPA Chosen Plaintext Attack
CCA Chosen Ciphertext Attack
CMA Chosen Message Attack



NOTIONS AS GAMES

If there is no polynomial time/space A (Adversary, Algorithm)
that can win the “game” at a meaningfully better than chance
rate, then the scheme is secure.



HISTORY LESSON



TRIGGERING A HISTORY LESSON

[Why] don’t SSH and TLS use encrypt-then-MAC? The
simple answer is that when SSH and TLS were cre-
ated, other approaches appeared adequate—not be-
cause theoretical weaknesses didn’t exist but because
theoretical weaknesses don’t necessarily become ac-
tual vulnerabilities. [Aum17, ch. 8]

That passage motivates my history lesson.



HISTORY LESSON

PROOFS



NM AND CCA

1990 Naor and Yung [NY90] created a provably IND-CCA
scheme (using non-malleability)
1990-1998 Refining both NM and CCA goals

1998 Bellare et al. [Bel+98] proved that you can't have
IND-CCA without NM-CCA.



SOME INTEGRITY NOTIONS

INT-PTXT Integrity of plaintexts. .4 cannot produce a
ciphertext decrypting to a message that the
sender never encrypted.

INT-CTXT Integrity of ciphertexts. A cannot produce
ciphertext not previously produced by the sender.



AE wiTH MAC

In 2000 Bellare and Namprempre [BNOO] prove the security
properties of various combinations of an IND-CPA encryption
scheme with a Strongly Unforgeable MAC.

Construction IND-CPA  IND-CCA  NM-CPA INT-PTXT  INT-CTXT

Enc-and-MAC X X X v X
MAC-then-enc v X X v X
Enc-then-MAC v v v v v

Table 1: Security properties of compositions of encryption and
message authentication under the assumption that the encryption
scheme meets IND-CPA and the MAC meets SUF.



HISTORY LESSON

PROOFS OF CONCEPT



RSA PADDING ORACLE

1998 Bleichenbacher [Ble98] showed how padding in
an RSA scheme and an oracle that says where
decryption is properly formatted can lead to
decryption of the message.

2001 OAEP (Optimal Asymmetric Encryption Padding)
mode published to fix this.

2002 Manger [Man01] shows that OAEP must be
implemented very, very carefully to not create a
format oracle of its own.

Later OAEP implemented very very carefully.



CBC PADDING ORACLE

2002 Vaudenay [Vau02] lays out the basic structure of a
CCA against CBC-mode.

2010 Rizzo and Duong [RD10] expand on the attack, and
show how it can be used to break more than
confidentiality. Saying,



AND WHAT THEY SAID (2002)

Vaudenay [Vau02]:
[Authentocation] still has an optional status in IPSEC.
As already recommended by Bellovin [Bel96], authen-
tication should be mandatory.

Black and Urtubia [BU02]
[We] argue that the best way to prevent all of these

attacks is to insist on integrity of ciphertexts [BNOO] in
addition to semantic security as the “proper” notion of
privacy for symmetric encryption schemes.
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WHAT THEY CONTINUED TO SAY

Rizzo and Duong [RD10]:
If encrypted messages are not authenticated, data
integrity cannot be guaranteed which makes sys-
tems vulnerable to practical and dangerous chosen-
ciphertext attacks.

n



HISTORY LESSON

ATTACKS AND RESPONSES



2011-2014

Lots of attacks. Often involved downgrade attacks to older
versions of TLS.
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RESPONSES

- Standard libraries still not supporting authenticated
encryption mode.

- “CBC bad; CTR good!”

- Specific hacks to thwart the very specific attack on CBC
padding.

- We roll our own Encrypt-then-MAC construction for
OPVault. [Agi12]
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LESSONS OF HISTORY

- Provable security matters. Listen to the mathematicians!

- “Theoretical vulnerability” just means a vulnerability that
hasn't been exploited yet.

- Beware downgrade attacks. Backwards compatibility and
long transition periods for security updates leave
everyone vulnerable.
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NOTES ON CHAPTER 7




VERIFY THEN DECRYPT

| sometimes call encrypt-then-MAC “verify-then-decrypt” as it
better communicates why it works and why no processing of
the ciphertext should occur before the MAC is verified.
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AE, ED, AND AEAD

AE Authenticated Encryption
AD Authenticated Decryption [in Aum17]
AEAD Authenticated Encryption with Associated Data



TWO-LAYER

We run into problems with GCM for large Documents. Because
no processing of the ciphertext should be done before the the
integrity is checked, there are limits how much data can be
decrypted at once. We really should move away from GCM for
documents (there are modes better suited for data of that
size) or use “chunked GCM.



POLYNOMIAL MULTIPLICATION TYPO

Should be
1+X+X%)® (X +X3)



NOTES ON CHAPTER 7

XOR REFERSHER



HASH KEY RECOVERY

Now what happens if you get two tags, T, and T, com-
puted with the same nonce N? Right, the AES part will
vanish.

Way back in August, | asked everyone to get comfortable with
XOr ...
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Notation: ‘0™ means a string of n bits, all of which are zero. Eg,

0% = 00000.

Property Definition Example
Commutative adb=bda 011l =1101 =10
Associative (a®b)@Bc=a®(bdc)

Zero identity a0 =a 0110 & 0000 = 0110
Oown inverse a®a=0" 10400 =10

Table 2: Properties of xor: For all a, b, and ¢ bit strings of length n.
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Convince yourself that
(a®b)D(cPa)=cdb

for any bit sequences a, b, and c of the same length.

You can do this either algebraically using the properties of xor,
or you can do it by constructing a few examples and working
through them.

Do both.
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OCB v GCM

Even when everyone is trying to be nice, patents suck. GCM is
available in all the places, platforms, and toolkits that we need
itin. OCB is not.
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QUESTIONS?
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